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So what is DNS, actually?

102 H +139.64.8 1 LL3.PLCA.ARMY.MIL : GUULD © UNLX : IUP/IELNEL, ILP/FIP,ICP/SMIP @
1 129.139.68.8 : FSACL.PICA.ARMY.MIL : VAX-8800 : UNIX : TCP/TELNET,TCP/FTP,TCP/SMTP :
o e n OW OStS Can ave : 129.139.70.8 : VEB60.PICA.ARMY.MIL : CYBER-170/860 : NOS/VE : TCP/FTP :
: 129.139.96.8 : SPARROW.PICA.ARMY.MIL : MASSCOMP : UNIX : TCP/TELNET,TCP/SHTP,TCP/FTP,UDP/DOMAIN :
1 129.79.1.9 : IUGATE.UCS. INDIANA.EDU, INDIANA.EDU : NICROVAX-II : ULTRIX : TCP/TELNET,TCP/FTP,TCP/FINGER,TCP/SHTP,TCP/NICNANE,UDP/DOMAIN :
: 129.139.68.9 : COR4.PICA.ARMY.HIL : GOULD : UNIX : TCP/TELNET,TCP/FTP,TCP/SHTP :
1 129.139.70.9 : NOSBE.PICA.ARMY.MIL : CYBER-170/860 : NOS : TCP/FTP :
: 129.252.43.9, 129.252.41.11 : THEUSC.CSD.SCAROLINA.EDU : IBM : ATX : TCP/TELNET,TCP/FTP,TCP/SHTP,UDP/DONAIN :
1 129.15.1.10 : Z00.BACKBONE.UOKNOR.EDU : APPLE-MACIT : AUX : TCP/TELNET,TCP/SHTP,TCP/TINE, TCP/FTP,TCP/TFTP, TCP/FINGER, UDP/DOMAIN :
: 129.52.28.10 : FASTC-ISSU.WPAFB.AF.NIL,ISS1.AF.MIL : IBH-3081 :: TCP/TELNET,TCP/FTP,TCP/SHTP :
. HOST : 129.57.1.10 : SURAGATE.CEBAF.GOV ::: UDP/DOMAIN :
1 129.131.1.10 : SUNNET.CHINALAKE.NAVY.NIL : SUN : SUNOS : TCP/DOMAIN :
- Better th an rel I lel I l be rl n I P : 129.139.70.10 : CDCGU.PICA.ARMY.MIL : CYBER-170 : NOS : TCP/TELNET,TCP/FTP :
: 129.177.31.10 : ARTEMIS.CHR.NO : SUN : UNIX ::
: 129.214.214.10 : SWORD.ENG.PYRAMID.COM ::::
: 129.229.40.10 : CERL.CECER.ARMY.NIL : SPARCSTATION : SUNOS : TCP/FTP,TCP/IP, TCP/TELNET, TCP/SHTP :
a resses 1 129.43.1.11 : FCS280S.NCIFCRF.GOV,NCIFCRF.GOV : SUN-3/280 : UNIX : TCP/TELNET,TCP/FTP,TCP/SHTP,TCP/TINE, TCP/FINGER, TCP/RLOGIN, TCP/RSH, UDP/DONAIN :
: 129.139.68.11 : OBCE.PICA.ARMY.MIL : SPERRY-5000/80 : UNIX : TCP/TELNET,TCP/FTP,TCP/SNTP :

.139.70.11 : ROTE.PICA.ARNY.MIL : GOULD-6040 : UNIX : TCP/TELNET,TCP/FTP, TCP/SHTP :
.246.101.11 : CS.IDA.ORG,IDA.ORG : SUN-3/160 : UNIX : UDP/DOMAIN, TCP/TELNET,TCP/FTP, TCP/SHTP, TCP/TINE, TCP/FINGER :

(13 ” ©129.48.20.12 : ASD.WPAFB.AF.NIL : TOLERANT : TX : ICP,TCP/TELNET,TCP/SHTP TCP/FTP :
ecouple rom current e R
©129.139.68.12 & HCD.PICA.ARMY.MIL : SPERRY-5000/80 : UNIX : TCP/TELNET,TCP/FTP,TCP/SHTP :
- ©129.139.70.12 : SOR.PICA.ARMY.MIL : GOULD-G040 : UNIX : TCP/TELNET,TCP/FTP TCP/SHTP :

£ 129.100.2.13 : HYDRA.UNO.CA : VAX-6330 : VMS : TCP/TELNET,TCP/FTP,TCP/SHTP TCP/TIME, TCP/FINGER, TCP/NANE, UDP/DOMAIN :

n e WO r pOSI IO n ©129.139.68.13 : AFES.PICA.ARMY.MIL : SPERRY-5000/80 : UNIX : TCP/TELNET,TCP/FTP, TCP/SNTP :
B .139.68.14 : SAACONS.PICA.ARMY.MIL : SPERRY-5000 : UNIX : TCP/TELNET,TCP/FTP,TCP/SMTP :
:129.73.1.15 : SIEMENS. CON, STEMENS .STEWENS.COM : WICROVAX-IL :: TCP/TELNET,TCP/SHTP, TCP/FTP, UDP/DOMAIN :
©129.139.68.16 : COBMS.PLCA.ARMY.HIL : PYRAMID-9810 : UNIX : TCP/TELNET,TCP/FTP,TCP/SHTP :

y . HOST : 129.139.68.17 : AED.PICA.ARMY.NIL : PYRAMID-9820 : UNIX : TCP/TELNET,TCP/FTP,TCP/SHTP,UDP/DOMATN :
() N am eS are n 't u Sefu I If peo p I e 1 129.48.28.18 : ASEO3.WPAFB.AF.MIL : SUN : UNIX : TCP/FTP, TCP/SMTP, TCP/TELNET :
©129.139.76.19 : VENOW.PLCA.ARMY.HIL : ALLIANT : UNIX : TCP/TELNET,TCP/FTP,TCP/SHTP :
HOST : 129.179.161.19 : ZEUS.CDC.CON ::::
.7.1.20 : UH.EDU : WICROVAX-IL : VHS : UDP/DOMAIN :

’ B .139.68.20 : FSAC2.PICA.ARMY.MIL : VAX-8600 : UNIX : TCP/FTP,TCP/SHTP,TCP/TELNET :
O n n OW e I I I : .139.76.20 : CIE2.PICA.ARMY.MIL : CELERITY-1260 : UNIX : TCP/TELNET,TCP/FTP,TCP/SHTP :
H .238.33.20 : SUNBEAM.PLK.AF.MIL ::: UDP/DOMAIN :
: .139.76.21 : CIE3.PICA.ARMY.MIL : CELERITY-1260 : UNIX : TCP/TELNET,TCP/FTP,TCP/SHTP :

.238.33.21 : SUNSPOT.PLK.AF.MIL ::: UDP/DOMAIN :
.48.4.22 : P2.AMS.WPAFB.AF.MIL : VAX-8650 : VMS : TCP/FTP,TCP/SMTP TCP/TELNET :

. .
/etC/h OStS l lsed to be It + 129.48.4.23 : P3.ANS.\WPAFB.AF.NIL : VAX-8600 : VNS : TCP/FTP,TCP/SHTP,TCP/TELNET :
: 129.97.140.23 : MAYTAG.WATERLOO.EDU : SEQUENT-S27 : UNIX : TCP/TELNET,TCP/FTP, TCP/SHTP, TCP/FINGER, TCP/DOMATN, UDP/DOHAIN :
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So what is DNS, actually?
* Wikipedia: “The Domain Name System (DNS) is a hierarchical and distributed na\mr'ﬁg" |
system for computers, services, and other resources in the Internet”

* Written as a dot-separated sequence of parts, from right-to-left (for some reason!):
motsugo.ucc.gu.uwa.edu.au. (note the trailing dot, which is usually omitted)

« Components are separated into “zones” that can be “delegated”

— Top of the hierarchy is the root zone, “.

e Two main roles for a server:
- Authoritative: Hosts the data for some part of the DNS
- Recursive: Gathers and caches data from authoritative servers

« Common server software includes: BIND (both), Unbound (recursive), KnotDNS
(authoritative), inter alia




Configured in /etc/named.conf or
[etc/bind/named.conf

Configuration is split into a
series of “zones” which define
administrative boundaries

Zone data then stored in
“zonefiles” either under
/etc/bind/domains/ or /var/named

00
SOA monnik . postmaste
050700
4.0 hours
; Retry 1.8

S E ’
; Minimum 1.0 hours

138.31.0/

joUqvikLFeWAHecWibkdSRF flsy7AqPw
i 18

GCSqGSIb3DQEBAQU
WrB08s b
NVHKAFyT!
pdDNsoVQIDAQAB"
ipcamerall 92.168.22.1:
IN

CNAME
L

root-ptero.quo
CNAME
is
-host

HINFO ant r' "Debian GNU/Linux"
LoC 8 1 5 . Om 16m 16m 2m
engames N
IN HINFO
"Debian GNU/Li

N A .13.188
IN HINFO "VM on Machop" "Debian GNU/Linux"
IN LOC 31 58 52.1 S 115 49 11.7 E 20m 16m 16m 2




Demo: The UCC Zones

 Common record types:
A (IPv4 address)
AAAA (IPv6 address)
MX (mail server)
NS (DNS name server)
TXT (generic text)




T[]
Activity: A simple, replacement root .

Each line is a record (or part of one, with the bracket syntax)

Every record starts with basic info in SOA

Fields: name, TTL, class, type, value
;; begins a comment

Note the “glue record” that solves the bootstrapping problem

- How do | find the name server for something if | don’t have the name
server for it?

Needs a server config as well
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